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	An information sharing agreement to allow for the effective operation of the Memorandum of Understanding between the Welsh Chief Constables and Welsh Health Legal Services and to provide the system and basis for information sharing between the parties.
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1.
INTRODUCTION

1.1
The 4 Chief Constables of Wales and NHS Wales are committed to partnership working.  This protocol is to allow the smooth functioning of investigations into allegations of violence and aggression at NHS Premises and/or towards NHS staff and the requisite information sharing provisions as set out in the Memorandum of Understanding between the relevant Chief Constables and the Welsh Assembly Government, Department of Health and Social Services on behalf of NHS Wales (hereinafter referred to as “the MOU”).


1.2
This agreement outlines the need for NHS Wales (hereinafter “NHS”) and the Police to work together and provides a framework for action in accordance with the agreed background to the MOU.

2.
PURPOSE 

2.1
The purpose of this agreement is to enable the lawful exchange of information between the Police and the NHS Trust “Champion” (as defined in the MOU).

2.2
This document outlines the process to be adopted in relation to information sharing between the Police and the NHS “Champion” in order for both parties to undertake their respective duties under the MOU.

3.
PARTNER(S)

3.1
This agreement of between the following partners:

CHIEF CONSTABLE OF SOUTH WALES POLICE, at Police Headquarters, Cowbridge Road, Bridgend CF31 3SU

CHIEF CONSTABLE OF NORTH WALES POLICE, at Police Headquarters, Colwyn Bay

CHIEF CONSTABLE OF GWENT POLICE, at Police Headquarters, Newport

CHIEF CONSTABLE OF DYFED POWYS POLICE, at Police Headquarters, Carmarthen.

WELSH HEALTH LEGAL SERVICES of Bevan House, PO Box 185, 25 – 30 Lambourne Crescent. Llanishen, Cardiff CF14 5BG

4.
POWER(S)

4.1
This agreement fulfils the requirements of the following:

· Medical Act; 

· Children Act 1989;

· Common Law Powers of Disclosure;

· The Rehabilitation of Offenders Act 1974;

· The Human Rights Act 1998 

· The Data Protection Act 1998 

· Criminal Proceedings and Investigations Act 1996

· Duty of Confidentiality


5.
PROCESS

5.1
This agreement has been formulated to facilitate the exchange of information 
between partners.  It is, however, incumbent on all partners to recognise that any information shared must be justified on the merits of each case/request.

TYPES OF INFORMATION TO BE SHARED

5.2
THE POLICE will share the following information subject to any restrictions which are set out in paragraph 5.4 below:-

(1) any information regarding the appropriate security or risk level at the NHS Premises;

(2) a redacted copy of the case summary of the investigation (where available).  This is disclosed for Welsh Health Legal Services consideration only and should not be further disclosed save for the Crown Prosecution Service.  The document is restricted.

(3) Witness Statements of Police, NHS staff and civilian witnesses (where the consent is provided in the witness statement);

(4) Copy exhibits and/or details of any forensic tests, expert reports and other evidential material;

(5) Details of any sensitive issues arising in the investigation which may cause difficulty for the purposes of any prosecution.  This will be disclosed for the information of Welsh Health Legal Services only.  The Police reserve the right to not disclose any sensitive information provided by a witness in the case where they provide a positive refusal for the information to be passed to the NHS.  Such refusals will be discouraged by the Police.

(6) Transcripts of Suspect Interviews under caution will not routinely be disclosed – Please see paragraph 6.3 below.

5.3
The NHS and WELSH HEALTH LEGAL SERVICES will share the following information subject to any restrictions set out in paragraph 5.4 below:

(1) Details of the victim and witnesses to an act of violence and aggression including Staff work locations and direct line numbers including their home number and address where necessary.  It should be acknowledged that where a staff member is subjected to violence or aggression at work and is off work on sick leave related to the incident, it is anticipated that the Police will visit the staff member at home to obtain a witness statement and will not wait until the staff member returns to work.


(2) Brief details of the treatment being received by the patient, where the patient is a suspect in the investigation.  In the event of their being any condition which may require a police officer to take care beyond normal circumstances, the “Champion” will alert the officer to the condition so as to safeguard his/her safety.  Please also see the paragraphs at 20.0 of the MOU which deal with specific issues in relation to mental health.


(3) The “Champion” will provide details of his/her knowledge of the incident along with accompanying internal documentation detailing the incident.  Please also see the paragraphs at 10.0 of the MOU.  


(4) Copies of any statements provided by staff and /or civilian witnesses relating to the incident whether taken for the purposes of a criminal or other investigation.

5.4
Where possible the Police will request witness and victim consents for the sharing of their personal information and evidence at source. In the event that their consent is not forthcoming, the Police will undertake to re-contact the witness to request consent at a later date and prior a decision being taken as to disclosure.  In circumstances where the name of the individual is known to the NHS but the consent is not forthcoming, the name of the witness will be provided to the NHS along with confirmation of the position.  Any further contact with this witness is then a matter for the NHS. 

5.5
CONSTRAINTS ON THE USE OF THE INFORMATION

5.5.1
The information share must not be disclosed to any third party save for the Crown Prosecution Service without the written consent of the agency that provided the information.  It must be stored securely and deleted when it is no longer required for the purpose for which it is provided.


5.5.2
It is acknowledged that information held by the Police is not ‘health data’ and does not fall under standard NHS information governance frameworks.  This information may be subject to specific exemptions to disclosure under the Freedom of Information Act, but these specific exemptions are not normally applicable to NHS organisations.  To that end, any specific request for access to a case file under the provisions of the Data Protection Act 1984 and the Freedom of Information Act 2000 will be subject of discussion between the specialist staff within both organisations.  Each case will then be dealt with on a case by case basis as to primacy and the most suitable respondent to the request.


5.5.3
This agreement acknowledges that both the NHS and the Police hold information under the common law duty of confidentiality.  It is acknowledged that the duty of confidentiality in respect of medical information continues after death.  The duty of confidentiality in respect of the transcripts of police interviews under caution is maintained until the information contained therein is tested in open court or the consent of the interviewee is obtained.  


5.5.4
It should also be acknowledged that in criminal investigations into deaths the Police often maintain two roles, those of criminal investigators and Coronial Investigators.  The two processes whilst similar are governed by separate legislative provisions.

5.5.5
Information supplied by the Police or HM Coroner should be considered “restricted” data provided under a duty of confidentiality if this information would not usually be made available to the public on direct request to that agency, even if the individual(s) the information relates to may not be immediately identified. If the NHS / Welsh Health Legal Services wish to use this material for any purpose other than criminal proceedings, consent must be given for its subsequent and ancillary use by the Divisional Commander of the Division concerned.

5.6
ROLES AND RESPONSIBILITIES UNDER THIS AGREEMENT

5.6.1.
Each partner must appoint a single point of contact (SPoC) or gatekeeper who must work together to share the relevant information.  Further details of the relevant individuals and posts are set out in the Appendices to the MOU.

5.4.2.
SPoCs must meet regularly to discuss and prioritise their respective responses.  Both contacts have a responsibility to create a file or folder that can record each individual request for information and the decision made.  It must include copies of the request for information, details of the data accessed and notes of any meeting, correspondence or phone calls relating to the request.

5.7
SPECIFIC PROCEDURES

5.7.1
Handling Requests for Information – all requests for Police files / information must be made in writing using the ‘CONFIDENTIAL – Request for Personal Information’ Form.  The Police will endeavour to respond as soon as possible to all requests in any event within 21 days.


5.7.2
The NHS / WHLS will undertake to process the personal, sensitive and restricted information supplied to them in accordance with this agreement and the MOU in accordance with the principles of data management set out in the Data Protection Act 1998.  It is acknowledged that use of the data in this manner will be considered justified, appropriate, lawful and fair.


5.8
REVIEW, RETENTION AND DISPOSAL

5.8.1
Partners to this agreement undertake that personal data shared will only be used for the specific purpose for which it is requested. The recipient of the information is required to keep it securely stored and will dispose of it when it is no longer required.  The force may also want to request a copy of the partner’s information security policy (where it exists) when sensitive personal data is to be shared.  

5.8.2
Files containing information from partner sources will be reviewed in line with force policy.

5.8.3
The recipient will not release the information to any third party without obtaining the express written authority of the partner who provided the information.


5.8.4
If any of the partners to the agreement are met with a Freedom of Information or Data Protection Subject Access request, they will confer with the agency who provided the information for their views as to disclosure or the relevant exemptions that may apply.  Please see paragraph 5.5.2 above.

5.9
REVIEW OF THE INFORMATION SHARING AGREEMENT

5.9.1
The ISA will be reviewed six months after its implementation and annually thereafter.  

5.10
INDEMNITY


By signing up to this protocol, each party shall be fully indemnified by the other parties in accordance with the following:

The parties hereto are working in partnership in exercise in their functions under the Crime and Disorder Act 1998 ('the Act') and their responsibility for the protection of the public.

1.
In particular the parties have agreed this protocol to facilitate the supply of information as a means of meeting the requirements of the Crime and Disorder Act 1998 and the Common Law responsibility for the protection of the public and the prevention and detection of crime.

2.
This protocol provides guidance on the exchange and use of personal information.

3.
Further, the parties have agreed to indemnify one another in the manner described below in circumstances where a person who is the subject of information exchanged between any of the parties in accordance with the protocol suffers loss as a result of the misuse of inaccuracy of the information and brings an action claim or demand as a consequence thereof.

4.
In respect of the indemnity the parties have agreed as follows:-


PROVISION OF INFORMATION 

(a)
In consideration of the provision of information in accordance with this protocol the parties hereby undertake to indemnify and keep indemnified each other against all loss damages or liability (whether criminal or civil) costs charges and expenses including legal fees and costs at any time incurred or suffered by a party to this protocol arising on or out of the misuse of information provided in accordance with the protocol.  

5.11     DATA PROTECTION AND HUMAN RIGHTS

5.11.1
The use and disclosure of any Personal Data shall be in accordance with the obligations imposed upon the parties to this protocol by the Data Protection Act, the Freedom of Information Act 2000 and the Human Rights Act 1998. All relevant codes of practice or data protection operating rules adopted by the parties will also reflect the data protection practices of each of the parties to this protocol.

5.11.2
The parties agree and declare that the information accessed pursuant to this protocol will be used and processed with regard to the rights and freedoms enshrined within the European Convention on Human Rights. Further, the parties agree and declare that the provision of information is proportional, having regard to the purposes of the protocol and the steps taken in respect of maintaining a high degree of security and confidentiality.

6.0
SIGNATURE

6.1
By signing the agreement, all signatories accept responsibilities for its execution and agree to ensure that staff are trained so that requests for 
information and the process of sharing itself is sufficient to meet the purpose of this agreement.

6.2
Signatories must also ensure that they comply with all relevant legislation.

Signed for and on behalf of the Chief Constable of the South Wales Police 


…………………………………………………………………………………..


Title: 


Rank/Position: 


Date: ……………………………………………………………………………

Signed for and on behalf of the Chief Constable of the North Wales Police 


…………………………………………………………………………………..


Title: 


Rank/Position: 


Date: ……………………………………………………………………………

Signed for and on behalf of the Chief Constable of the Dyfed Powys Police 


…………………………………………………………………………………..


Title: 


Rank/Position: 


Date: ……………………………………………………………………………


Signed for and on behalf of the Chief Constable of the Gwent Police


…………………………………………………………………………………..


Title: 


Rank/Position: 


Date: ……………………………………………………………………………

Signed for and on behalf of NHS Trusts/ Welsh Assembly Government/ Edwina Hart Minister for Health and Social Care for and on behalf of NHS WALES


………………………………………………………………………………

Title:



Rank/Position:  



Date:……………………………………………………………………………..

	CONFIDENTIAL

Form: Request for Personal Information



	I am requesting the case file and/or personal information or sensitive personal information regarding the below incident which took place on the 

(date) at (premises)


	Our Ref
	

	Surname (Victim / Suspect please clarify)
	

	All previous surnames
	

	Also known as
	

	Forenames
	


	Place of Birth
	
	Date of Birth
	


	The information required is:




	I confirm that the case file and /or personal or sensitive personal information is required for the following purpose:




	Failure to provide the information will result in:




	Signed


	
	Date
	

	Name


	
	Rank/Title
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